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Terrorist threats mu

But we must take care that the mi

increase security do not assume 

that terrorist attacks never couldthat terrorist attacks never could 

world economy with costs and ad

lead to a recession. Security ris

T i t tt kTerrorist attack

New York (9/11/01)( / / )

Madrid (11/3/04)

London (7/07/05)London (7/07/05)

OECD countries 

Geneva, 15/01/2009

ust be taken seriously.

ilitary and civil measures taken to 

y

proportions which show effects 

have had: namely to burden thehave had: namely to burden the 

dministrative barriers which could 

sk must be put into perspective:

Vi ti T ffi  i ti  Victims Traffic victims 
(/year/country)

2997 41 975
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Costs of security: DNV

Terrorist Transport
  Transport modes 

  Shipping 

  
Rail Road 

Inland Short Sea / Non - ISPS 
Connecting 

infrastructure 
* Tracks 
* Tunnels 
* Bridges 
* Switches/Rail junctions 

* Highways 
* Tunnels 
* Bridges 
* Junctions 

* Waterways 
* Ship locks / lifts 
* Aqua ducts 

*  Seaside: n/a 
* Landside: road, rail, 
inland waterway 
infrastructure, included in 
other modes 

In
fr

as
tru

ct
ur

e 

Nodes  
(transaction 

point) 

* Cargo terminal 
* Rail marshalling yards 

* Logistic terminal * Inland ports/terminals * Ports/Terminals 

      
Control  
Systems 

* Central Rail Traffic 
Management 
* Local Rail Traffic 
Management 

* Road traffic management 
systems 

* Vessel traffic 
management 
* Traffic signs 

* Vessel traffic 
management 

Communication 
Systems 

* Communications 
network 

* Communications network 
/ mobile network 

* GPS/VHF/AIS network * GPS/VHF/AIS network 

Power  
supply 

* Catenaries 
* Power supply national 
grid 
* Diesel stations 

      

on
al

 e
le

m
en

ts
 

Terrorist intervention methods Description 
1. Incendiary/fire Arson using incendiary devices 

2. Explosion: Detonation charges <~30 kg 
TNT or eqv. Small charges transportable with back-packs to initiate larger explosions 
3. Explosion: ~ 30kg TNT or eqv. Charges transportable with small vehicles 
4. Explosion: ~ 3.000kg TNT or eqv. Charges transportable with larger road vehicles such as lorries 
5. Poison attack Dispersion/release of poison 
6. Biological/ biochemical/chemical attack Dispersion/release of biological/(Bio)chemical agents 
7. Terrorist threat An attack threat such as a bomb alert 
8. Nuclear Nuclear device resulting in nuclear explosion 
9. Nuclear Dust Dirty bomb resulting in nuclear radiation 
10. Hijacking Taking control using force, misuse or abuse

intervention 
methods

Transport 
elements

Staff * Driving personnel 
* Handling personnel 
* Maintenance personnel 
* Information processing 
personnel 

* Driving personnel 
* Handling personnel 
* Maintenance personnel 
* Information processing 
personnel 

* Driving personnel 
* Handling personnel 
* Maintenance personnel 
* Information processing 
personnel 

* Driving personnel
* Handling personnel 
* Maintenance personnel 
* Information processing 
personnel 

* Powered units * Powered units * Vessels * Vessels 

O
pe

ra
tio

Mobile   
units 

* Rolling stock * Trailers * Barges   

      

C
ar

go
  

 * Non-dangerous 
* Explosive 
* Toxic 
* Flamable 

* Non-dangerous 
* Explosive 
* Toxic 
* Flamable 

* Non-dangerous 
* Explosive 
* Toxic 
* Flamable 

*Non-dangerous 
* Explosive 
* Toxic 
* Flamable 

      

Ar
te

fa
ct

s  * Densely populated area 
* Stations 
* Passenger trains 

* Densely populated area 
* Road traffic 
* Public transportation 
 

* Densely populated areas 
* Ferries 

* Densely populated areas 
* Ferries 

 

j g g g

11. Mechanical/ Physical intervention Sabotage or physical obstruction 

12. Electronic attack (cyber crime) Hacking or disruption of computer systems or electronics 
 

 
Poss. Risk

Attack Attack method Actions Requirements OT Fat. OT Fat.

Disturbance
1. Blocked tunnel entrance 1.1 Incendiary Set f ire in front of tunnel Access to tunnel entrance

Fuel for the f ire
1 n/a D Green 3 2

1.2 Mechanical/physical intervention Placement object in tunnel entrance Access to tunnel entrance
Object of suff icient size to stop train

Mobile Unit = w eapon: MU is stopped See mobile units & scenario trees

2. Blocked at middle of tunnel 2.1 Mechanical/physical intervention Placement object in tunnel entrance Access to tunnel
Object of suff icient size to stop train

1 n/a B Green 4 1

Mobile Unit = w eapon: MU is stopped See mobile units & scenario trees

Rail
Terrorist Attack Database Direct 

consq.
Scenario 
Consq.

Possible sequential 
consequences

Infrastructure

Blocked tunnel entrance may result in 
derailments, see also tree scenarios for:
Mobile unit = w eapon: derailed MU
Cargo= w eapon: blow up explosive cargo
Cargo = w eapon: release dangerous cargo

WC --> Minor damage to tunnel, 
destroyed track & medium numbe

Blocked tunnel may result in derailments, see 
also tree scenarios for:
Mobile unit = w eapon: derailed MU
Cargo= w eapon: blow up explosive cargo
Cargo = w eapon: release dangerous cargo

Terrorist 
intervention 

database
3. Initiated alarm 3.1 Terrorist (bomb) threat Call in bomb threat None 1 n/a D Green 1 1 No further scenario consequences

3.2 Mechanical intervention Sabotage of system to initiate a safety alarm Knowledge of safety system
Access to tracks or safety system

4. Contaminated tunnel 4.1 Biological/(Bio)chemical attack Placement of agents/toxins in tunnel Possession of agents/toxins
Access to tunnel

1 n/a B Green 1 3

Placement of agents/toxins in ventilation Possession of agents/toxins
Access to tunnel ventilation system

Cargo = w eapon: release dangerous cargo See cargo & scenario trees
Cargo = transport medium for toxins See cargo & scenario trees

Damage
5.1 Incendiary Major f ire set in tunnel Access to tunnel

Fuel for the f ire
4 n/a C Red 4 1

Cargo = transport medium for incendiary See cargo & scenario trees
Mobile Unit = transport medium for incendiary See mobile units & scenario trees

5.2 Explosion ~30 kg TNT or eqv. Placement of explosives in tunnel Access to tunnel
Possession of explosives
Transportation mode for explosives

Mobile unit = transport medium for expl. See mobile units & scenario trees
Cargo = transport medium for expl. See cargo & scenario trees
Cargo = w eapon: blow  up explosive cargo See cargo & scenario trees

5.3 Mechanical/physical intervention Mobile unit = w eapon: derailed MU See mobile units & scenario trees

6. Contaminated tunnel 6.1 Nuclear Dust Placement of dirty bomb in tunnel Possession of dirty bomb
Access to tunnel
Transportation mode for bomb

4 n/a B Red 4 1

Cargo = Transport medium for dirty bomb See cargo & scenario trees

Destruction
7. Lost tunnel integrity 
(f looding)

7.1 Explosion ~3000 kg TNT or eqv / 
thermonuclear device

Placement of explosives in tunnel Possession of explosives
Access to tunnel
Transportation mode for explosives

4 n/a B Red 4 1

Cargo = transport medium for expl. See cargo & scenario trees
Cargo = w eapon: blow  up explosive cargo See cargo & scenario trees

5. Structural deformed tunnel WC --> The element consequences are 
worst case scenario. Large number of 
fatalities are not expected in a tunnel

C
on

ne
ct

in
g 

in
fr

as
tr

uc
tu

re

Tu
nn

el
s

WC --> The element consequences are 
worst case scenario. Large number of 
fatalities are not expected in a tunnel

WC --> The element consequences are 
worst case scenario. Large number of 
fatalities are not expected in a tunnel

WC --> Lost integrity of tunnel & no 
fatalities in tunnel

WC --> passenger train follows the 
cargo train resulting in medium 
number of casualties in the passenger 
train

database

Consequence     

Severity Fatalities 
Down 
time     

 
4 >100 >180 days Yellow Red Red Red 

3 20-100 15-180 days Yellow Yellow Red Red 

2 2-20 2-14 days Green Yellow Yellow Red 

Security risk 
matrix

1 < 2 < 2 days Green Green Green Green 

   A B C D 

   
Nearly 

Impossible Difficult Possible Easy 

   
Vulnerability to attack 

    

   Possibility to protect 

   
Easy Possible Difficult Extremely 

difficult 

 

B t b i f COM(2006) 79 “E hBut basis for COM(2006), 79 “Enhan
proposal for a regulation and schem
(refused by industry, MR and EP)

Geneva, 15/01/2009

(refused by industry, MR and EP)

V study 2005

Problematic holistic approachProblematic holistic approach
- Basis maximum scenario: 

nuclear attacknuclear attack
- Missing Cost-Benefit-

Analysis
- No comparison of efficiency 

of measures
- Costs of measures 48 billion 

EUR plus 36 yearly for EU
S it i- Security measures = increase 
quality free of charge ???

i S l Ch i S it ” ithncing Supply Chain Security” with 
me for “Secure Operator Status”
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UIRR: Integrated ap

Th h f t t l

g p

The approach of total s
chain and infrastructur

Improve security on the 
external borders (authoritiexternal borders (authoriti

Proactive and coordinat
intelligence service, policeintelligence service, police
authorities

Moderate general provisModerate general provis
Specific and targeted m

with financial solidawith financial solida

Geneva, 15/01/2009

proach

i f th l

p

securing of the supply 
e is inefficient!
transport network at its 
es)es)
ted approach of the 
e force and custome force and custom 

sions for the economysions for the economy
measures for “weak links”    

rity by the communityrity by the community
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Marco Marco Polo: Polo: INSECTTINSECTT
ININtermodaltermodal SeSecurity oncurity on CCombomb

Security recommendations

ININtermodaltermodal SeSecurity on curity on CCombomb

Security recommendations

36 l t d t 4 fi ld36 related to 4 fields:

1. Aims/approach1. Aims/approach

2. Risk analysis

3. Security plan

4. Training

Geneva, 15/01/2009

T (common learning action)T (common learning action)
binedbined TTransportransport TTerminalserminals

s R i i t

bined bined TTransport ransport TTerminalserminals

s Recipients

P bli A th itiPublic Authorities

Infrastructure OwnersInfrastructure Owners

CT operators

Rail / road operators

Emergency service
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Marco Polo: INSECMarco Polo: INSEC
Ri k l i  i i lRisk analysis principl

Differentiation is essential 

Only priorities allow to balance 
t (i l di tversus costs (including externa

A prioritized risk based approacA prioritized, risk-based approac
element to determine practical, 

Once the risks are identified, as
relevant action plans can be devrelevant action plans can be dev

Geneva, 15/01/2009

CTTCTT
es

benefits
liti )alities)

ch is a criticalch is a critical
affordable solutions

ssessed and prioritized,
veloped to mitigate the riskveloped to mitigate the risk 
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Marco Polo Project
Ri k l i

Vulnerability factors

Risk analysis

Sensitiveness
(Dangerous goods)

Existing measures
(security level)Localisation

Ris

Context
Densité de 
Population 

Ris

Context
(alert level) résidente

[P]

Niveau 5

Niveau 4

Niveau 3

Niveau 2

Niveau 1

Geneva, 15/01/2009

 INSECTT

k exposure scale
Installations 

collectives et/ou 
Infrastruc-

tures
Effet

domino 
Environ-
nement

k exposure scale

stratégiques
[I]

de Transport
[T]

potentiel
[D] [E]
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Marco Polo Project
Ri k l ifi ti

Theoretical model: matrix
Risk classification

Geneva, 15/01/2009

t INSECTT
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Marco Polo Project
A  i  Awareness campain a

Geneva, 15/01/2009

t INSECTT
d t i ind training
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COUNTERACT

Cluster Of User Networks

COUNTERACT

Cluster Of User Networks
Relating to Anti-te

(FP6 Coordin(FP6 Coordin

Recommen
Energy Passenger anEnergy, Passenger an

The User play
Targeted

Geneva, 15/01/2009

s in Transport and Energys in Transport and Energy
errorist ACTivities
nation Action)nation Action) 

dations for
nd Freight Transportnd Freight Transport
ys a key role

d Studies
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Targeted Study FT

Use of Official Documents

g y

Use of Official Documents
in the Surface Transport S
• Passport
• Driving licence
• ID d• ID card 
• Birth certificate
• Proof of registration in your respectg y p
• Work permits
• Official Professional licences (union

licence etc )licence etc..)
• Police declaration upon past behav

R d ti f EU d tiRecommendations for EU and nation
Information exchange, raising awaren
training for transport companies…

Geneva 15/01/2009

g p p

T6

s for Employments for Employment 
Sector

tive community y

n licence, organisation 

viour / record

l l i l tinal legislation
ness and



Targeted Study

High Consequence Freigh

Targeted Study 

High Consequence Freigh
Zones in urban areas for P
Att k i F i ht TAttacks using Freight Tran
General Objective

PROPOSE AN INNOVATIVE S- PROPOSE AN INNOVATIVE S
RATHER THAN POSSIBILITY

ScopeScope
- Identify potential target areas b

actions using freight transport a
- Analyse threats & scenarios
- Determine the required level of

Identify and map potential- Identify and map potential
understand the geographic exte
of targets, damage and casualt

Geneva 15/01/2009

g g

FT10

ht and establishing Security

FT10 

ht and establishing Security 
Protection against Terrorist 

t t d li Wnsport to deliver Weapons

STRATEGY BASED ON PROBABILITYSTRATEGY BASED ON PROBABILITY

ased on their attractiveness to terrorist
as a means.

f protection and mitigation means
consequences of attacks to betterconsequences of attacks to better
ent of an urban security zone in terms
ties.



FT 10: MCA - Security LFT 10: MCA Security L

Multi-criteria analysis (MCA) to esMulti-criteria analysis (MCA) to es
[0,1] for potential locations.

Assessment CriteriaAssessment Criteria
Public Impact
Economic impact
Social and political impact
Infrastructure
News Worthiness

Target Exclusion Restricted Controlled

News Worthiness

Geneva, 15/01/2009

LayersLayers

stablish attractiveness indicesstablish attractiveness indices
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FT15 Communicatio
in Freight transport

Geneva 15/01/2009

on structure 
t



FT15: TAPA Incident Info

Geneva 15/01/2009

ormation Service



Different safety and se
droad open access – ra

HDV dangerou

Combined Trans
Geneva, 15/01/2009

Combined Trans

ecurity levels per mode
il t i t dail access restricted

s goods – school 

sport: check in - out
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Comparative study ne
S it A L dSecurity Across Land

Avoid that authorities require mea
A id th t it di tAvoid that security measures dist

Risk based approach also acro

VulneraVulnera
assessmen

Sensitivenes
Marshalling yards

Stations
Localisa

Existing devices 
Context (al

Stations

CT Term

Static : stationery situations

Geneva, 15/01/2009

ecessary:
T t Transport

asures where easy to implement
t t tititort competition
oss modes

abilityability
nt Criteria

ss (goods) Loading an unloading areas
Parking areasation

(security level)
ert level)

Parking areas

minals

Dynamic : traffic flow situations
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Conclusions enhaConclusions enha

• Exchange of best pract
• Share experience within
• Everybody must conce

what he can contribute 
• Responsibilities of all a

chain and the authoritiechain and the authoritie
• See safety and security

vehicles and freightvehicles and freight
• Risk analysis for all mo

C t b fit l i f• Cost benefit analysis fo
both into account: safet
Geneva, 15/01/2009

ancing securityancing security

ices
n transport industry
ntrate on his role and 
to enhance securityy

actors in the transport 
es must be definedes must be defined
y in general to protect life, 

odes and all actors
ll d t kior all measures and taking 

ty and security
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